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B eaax onpe/lesieHud CTeIeHUu
VOOBJIETBOPEHHOCTH YPOBHEM 6e301acHOCTU
¢uHaHCcOBBIX yoayr, Bank PoccuM HOpPOBOIUT
OInpoc YPOBHHA IOBepUs rpaXkaax H
KJIHMEeHTOB oOpraHMs3aluyi KpeaUuTHO-PHHAHCOBOK
chepbl K 6e30mMacHOCTHU peasn3yeMbix
3JIeKTPOHHBIX TEeXHOJIOTUH 178 CepBUCOB.

IIpepnaraem Bam, Bamum POACTBEHHHKAM
¥ 3HAKOMBIM IIPHHATH yyacTue B onpoce!

Onpoc nporoaurcsa ¢ 01.11.2021 oo 03.12.2021
B ¢opMe aHKeTbl B CeTH WHTEpHeT. /lJsi ydacTus
B OIIpOCEe HEOOXOANMO MEPEUTH MO CChLIKE
http://www.cbr.ru/ informatit)n_,security/ anketa/




BesonacHocTb GMHAHCOBLIX yCAyT: onpoc baHka Poccuu

BaHk Poccuu npegnaraer XKutenam U BKPUAKYHECKMM Aulam I'Ieth:Koro KpaA NpPUHATH

y4alTHe B onpoce o 6e3onacHOCTH YCyr, ApejocTaBAAeMbiX baHkamu WM CTPpaxoBbiMK
KOMMNaHUAMMW.

YUYacCTHUKM ONpoca CMOFYT OUEHUTL, HACKOABKE NoAPoBHO U 0BCTOATENBHO UX BaHK UK
CTPaxoBaA KOMNaHWA UHGOPMUPYIOT KAMEHTOB O PUCKAX MOLUEHHWYECTBa M O NpasBuaax
De3onacHOro NOJ/b30BaHUA KAWEHTCKMMU cepeucamu. PecnoHaeHtTam 6yaeT npeaaomeHo
OTBETUTb Ha BONPOCHI O HacToTe COOeB CEePBUCOB, O TOM, HACKOALKO OnepaTMBHO dUHAHCOBbIE
OpraHU3aUyvK ASACTBYIOT NPU COBEPLUEHUM MOLIEHHUUECKUX Onepaumii 1 T.4.

AHanus  paHHOW  MHbopmauMM  NO3BOAWT  PEryAATOPY  ONpPeAenunTs  YPOBEHb
YAOB/IETBOPEHHOCTH Hacenenuna OesonacHocTbio QUHAHCOBLIX yCAYT WM B AanbHeifllem
BbicTpanBate Bonee addeKTMBHOE B3aumogeicTeMe ¢ NOAHAA3OPHBLIMUM OpraHU3aUUAMM B
cpepe knbepbesonacHocTy.

«C pa3euTMeM OWHAHCOBbLIX TEXHOAOrUIA MOBLILAKTCA PUCKU KubepmolueHHuyecTsa,
BO3pacTaloT TpeboBaHMA K YPOBHIO HaBLIKOB nOTPebuTens No UCNOALIOBAHMIO LUPPOBLIX
DaHKOBCKUX CEPBUCOB M AUCTAHLMOHHLIX KaHANOB NpeaocTaBNeHMA OGUHAHCOBLIX YCayr.
PesynbTaThl onpoca Takke O6yayT yuuTbiBaTbCA nNpu  GopMUpoBaHMU  NOAXOAOB K
UHGPOPMALUOHHO-NPOCBETUTENLCKOK paboTe nNo  NOBbilIeHUIO KUBeprpamoTHOCTM  AnA
obecneyeHUA 3alKUTbl TPaXKAaH W NOBLIWEHUA UX LOBEPUA K COBPEMEHHbIM BaHKOBCKUM U
CTPAXOBbIM NPOAYKTamM», — OTMETUA ynpasnaowumiit OtaeneHvem baHka Poccuu Ao Nepmckomy
Kpaio Anekceid MOHOUKOB.

Onpoc ABAAETCA AHOHMMHBIM W NpoanuTca Ao 3 aekabpa 2021 roga. MpoiTi ero MoXHO
Ha calite BaHKa Poccum no ceoiike htip://www.chr.ru/information security/anketa/ wau ¢
nomowbio OR-koaa.
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Ku6epMomenHIKHN MOryT BOCIOJIb30BaThes BeepoccHiickoil nepenuesio Hace 1eHus

C 15 oxrabp4a no 14 wosdps 8 Poccum npoxomut BeepoccHifckast nepenich HaceneHus.
Bo BpeMs ee IpoBEJEHHS HE HCKITIOYCHBI CIIyuad JUCTaHIMOHHOTO MOUICHHHYECTBA — 4epes
HHTCPHET WIK N0 Tenedony.

Ha 3TOT pa3s OprHATE YHacTHE B IIEPEIHCH MOXKHO KaK HA CHEIMANLHEIX CTAIHOHAPHBIX
ydactkax, 8 MOI[ wnm HemocpeICTBEHHO MOOOMABINNCH ¢ MEPEMUCIHKOM Ha J0MY, TaK H
OTBETHB Ha BOIIPOCHl NEPENHCH B OHNAfH-QopMaTe. DTO MOXKHO CIENaTh CAMOCTOSTENHHO,
3all0JIHKB 3JICKTPOHHBIE OepenucHEle nucTel Ha [loprane rocycnyr. Takas BozMoXxHOCTE Obina
jaHa PoccTaToM B CBA3H €O CJIOKHOI dIHeMHUUecKol 00CTaloOBKOM.

«Ho, ecnn mpd nu4HOH BCTpeHEe OTIWHHUTH HACTOAINIETO NEPENMCHHKA OT MOIIEHHHKA
JOCTaTOYHO JIETKO (HACTOSINWM NEPENHCYMK JOJDKeH OBITh OfeT B CHENHANBHYIO
OTIMYUTENBEYIO (POPMY U IPEABIBUTEL COOTBETCTBYIOINEE YAOCTOBEPEHHE C IACTIOPTOM), TO HIPH
IPOXONIECHHH OIIPOCa CAMOCTOATEIEHO HEODXO/MMO UPHIEPKUBATHCS PSJIA BAXKHBIX IIPABHIL,
4ToOBI HE CTaTh XepTBOH TenedOHHBIX HMIH KHOCPMOIICHIHKOB», — HATIOMHUJ HadallbHUK
otnena 6ezonmacnocTH Otnenerns banka Poccun no TTepmckoMy kpato Muxann Ternoyxos.

He coobmaiime Huxomy nepconaibtiste OaHHblE

Hacrosamas nepemices He mpoBozmTes 0o Tenedory, ¢ moMomso CMC-coobmenuit nmn
TTOCpEACTRAM 3JIEKTPOHHOM MOUTEL.

3N0YMBIIUIEHEWKA MOI'YT IIO3BOHHTh BaM MITM BCTYIMTH B MEPENUCKY H IO MPEIIOrOM
OIIPOCA WM CBEPKH NAHHEIX JUIS NEPENHCH IOWHTEPECOBATHCS TIEPCOHAIBHON HMHOOPMAIMEH.
ITpr npoReAeHUHN TICpENICH NacNOpPTHHIE JAHHEIE HE TpedyloTed. He Hy»KHO MX OpeqoCcTaBisaTh
H IIpH NPOXOXACHHH onpoca oHnajiH. [lepenucs Takke HE CONEPXHT BOTIPOCOB, CBAZAHHBIX C
YPOBHEM BaIlleTO [OXOAA, pasMepa 3apIliaThl WIH [EeHCHH, CBEJeHWAMU O COOCTBEHHHKAX
HMYINECTBA.

Tem Gonee He coolmailTe HMKOMY NONHBIE pPEKBH3WTHI OAHKOBCKHX KapT U KOIBI
nogTeepakacHni 13 CMC-coobmennit. Yuactue B nepenucH abcomoTHo GecinarTioe.

Ocmepezaiimecs calimog-nodoenox

KubepMOIICEHMKY YaCTO MCHONL3YIOT IIOJUICHBHEIC CARTHI-IBOMHUKM IS  Kpaxu
TePCOHAILHBIX JAHHBIX, YICHBIX 3allUCEH, a BIIOCNEACTBHHA 1 IEHET TPaXKIaH.

Ha moGuneseii Tene)oH 4YerioBeka MM HA SNEKTPOHHYIO ITIOYTY MOXKET NOCTYIIHTH
coof0ImeHue ¢ MpeINoXKEHHeM NPHHSNTH yYacTHE B NEPENHCH M CCHUIKOH, Beayine# Ha
(UIIMHTOBEIH calT, BHeImHe HanomuHatomumit [Topran rocycnyr.

B web-agpeca monoGHEIX «JIOBYIIEK», KaK TIPABHIO, 3TOYMBIIUIEHHHKH J00aBISIOT
NONIONHAUTENEHEIE CUMBONBI — IU(PEl wiy Oyksel. Bykeel Takke MOryT OBITH TIOJIMEHEHEH!
NOXOXKHME cHMBOJaMH. Hampumep, OykBa «o» 3amemsiercs uHa nudpy 0. Heobxogmmo
IIPOBEPSATH, YTOOB! B 8JpecHOlM CTpoKe Opay3epa OBIT yKa3aH TPAaBWIBHBIH afpec HY:XKHOTO
caiiTa.

Jlyume HabupaTh HEOOXOXMMBIH 2JIpec BPYYIHYIO M HUKOT/[2 HE TEPEXOIHTh Ha CalTH! 110
BHEIMHMM CCBUIOK M3 COMHMICIBHBEIX coo0menuil. bes ycTaHOBIEHHOM aHTHBUPYCHON
IpOrpaMMBl 3TO TaOKe MOXET IpPUBECTH K 3apaKCHUIo KOMIBloTepa WM  Tenedoua
BPEJOHOCHBIM BHPYCOM, KOTOPEIH YKPaIeT IepcOHaNbHBIE 1 ILIATeKHBIE JaHHBIE,

MoimenHuYeckrde caiiTel 9aCTO UMEKOT HezanmmneHHoe SSL-coennuerue. B aToM cytae
B aJpecHOil cTpoke Opaysepa Iepen ampecoM caiita OyIeT HaXOJWTHECS 3HAK NMEPEdepKHYTOTO



3aMKa. 3HAK 3aKphITOrO 3aMKa W ajapec, HaduHaowmica c «https:/», Oyaer ropopurh o
HaJCKHOM COCAUHEHHH,

CaliTBI-KJIOHBI, KaK IPaBHIIO0, COCTOAT TONBKO M3 ONHOH cTpaHUIBL. YTOOEI NMpOBEpHTL
ero NOAJIMHHOCTH, NepeHauTe Ha ApyrHe BKIagxu caifita. OrcyTcIBHE TaM Kakoi-mubo
nEGOpMaLuy OYAET CBHAETENBCTBOBATE O TOM, YIO TOT PECYPE, CKOpEe BCEro, MOJNENbHBIHN.
Huxorma HE BBOAMTE CBOH NEpCOHANbHBIE H OaHKOBCKHE [aHHBIE HA IOMOOHBIX
NIOAO3PUTENBHAIX CalTax.

HamoMHEM, YTo NpoHTH Nepenuch HACENlEHHS JUCTAHIHMOHHO MOXHO TOINBKO HA
odunuancaoM 1loprane rocycoyr — www.gosuslugi.ru

Ilo Bcem BompocaM, KacalOIDHMCS NMPOBEACHHA BcepoccHicKol NMepennucH HaceneHHs,
MOXHO 00paTHThCS 0 HOMEPY eMHOoHR ropauei ymaun: 8-800-707-20-20.




